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ABSTRACT

This analytical study aims to explore the legal regulation of digital identity
verification services and their impact on the financial sector in the Kingdom of Saudi
Arabia. The study provides a detailed examination of digital identity, its fundamental
components, and the technical mechanisms used for its verification, with a focus on
the role of national platforms such as the National Single Sign-On (Nafath). It
highlights the substantial benefits these services offer the financial sector, including
enhancing operational efficiency, improving the customer experience, and supporting
compliance with anti-money laundering and counter-terrorism  financing
requirements. Additionally, the study analyzes the existing legal and regulatory
framework governing these services, focusing on policies and regulations issued by
the Saudi Central Bank (SAMA), particularly the "Electronic Know Your Customer
(E-KYC) Policy," and other relevant national legislation such as the Personal Data
Protection Law, the Electronic Transactions Law, and the Anti-Cyber Crime Law.
The study addresses the legal risks and challenges associated with implementing
digital identity verification services, including issues of legal liability arising from
technical errors or security breaches, challenges in protecting the privacy of sensitive
customer data, ensuring information security, and achieving a balance between
facilitation and control. The study also reviews the challenges facing the current legal
environment, such as the need for more specialized regulatory frameworks to keep
pace with rapid developments in this field. The study concludes by presenting a future
vision for developing an integrated and flexible legal framework that supports
innovation in digital financial services while ensuring the highest levels of security,
reliability, and protection of customer rights. It offers specific recommendations to
enhance the legislative and regulatory environment, ensuring alignment between the
strategic goals of Saudi Vision 2030 and the requirements of financial stability and
digital security.

Keywords: Digital Identity, Digital Verification, Saudi Financial Sector, Legal
Framework, Saudi Central Bank (SAMA), Data Protection, Electronic Know Your
Customer (E-KYC), Nafath Platform, Legal Liability.
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! KPMG. "The Future of Digital Banking in Saudi Arabia." 2023, p. 5.

% Saudi Central Bank. "Financial Stability Report 2023." Riyadh, 2023, p. 48.

® Al Tamimi & Company. "Saudi Arabia's Personal Data Protection Law: A Guide for
Financial Institutions." Law Update, 2023, p. 3.

* Financial Sector Development Program. "FSDP Annual Report 2022." Riyadh, Kingdom of
Saudi Arabia, 2023, p. 15.
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Riyadh, 2022, p. 4.

® Alayed, S. Technology and Digital Transformation in Saudi Arabia. Saudi Arabia’s Business
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Nigeria. International Journal of Electronics and Information Engineering, 9(2),2018,pp. 91-
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3 Saudi Data & AI Authority (SDAIA). "Personal Data Protection Law and its Implementing
Regulations." Official English Translation, Riyadh, 2023, p. 6.

¥ Communications, Space & Technology Commission (CST). "Electronic Transactions Law."
Kingdom of Saudi Arabia, 2007, Article 5.

1> Bureau of Experts at the Council of Ministers. "Anti-Cyber Crime Law." Royal Decree No.
M/17, Kingdom of Saudi Arabia, 2007, Article 3.

1® Pechegin, D. A. (2021). Problems in Legal Regulation of Liability for Crimes that Infringe
Digital Finance. Russian Journal of Legal Studies (Moscow), 8(2), 53-60.

Financial Action Task Force (FATF). "Mutual Evaluation of the Kingdom of Saudi Arabia."
Paris, France, 2018, p. 112.

'8 National Cybersecurity Authority (NCA). "Essential Cybersecurity Controls." Kingdom of
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9" Alshammari, R. Building a Unified Legislative Framework for the Development and
Registration for the Emerging Technologies in the GCC. Innovation and Development of
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20 United Nations Department of Economic and Social Affairs. "E-Government Survey 2022:
The Future of Digital Government." New York, 2022, p. 135.

2l World Economic Forum. "Reimagining Digital Identity: A Strategic Imperative."
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?2 Tubishat, B. M. A. R. (2024). Navigating the Digital Frontier: The Role of Commercial
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Review of the Kingdom of Saudi Arabia." OECD Publishing, Paris, 2023, p. 77.
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2. Agidi, R. C. Biometrics: The future of banking and financial service industry in
Nigeria. International Journal of Electronics and Information Engineering, 9(2), 2018,
pp. 91-105.

3. Al Tamimi & Company. "Saudi Arabia's Personal Data Protection Law: A Guide
for Financial Institutions.” Law Update, 2023, p. 3.

4. Alayed, S. Technology and Digital Transformation in Saudi Arabia. Saudi
Arabia’s Business Transformation: Strategies for Success in a Changing Economy;
Services for Science and Education Stockport: Cheshire, UK, 2023, p. 106.

5. Alshammari, R. Building a Unified Legislative Framework for the Development
and Registration for the Emerging Technologies in the GCC. Innovation and
Development of Knowledge Societies, (2025). 36-52.
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